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12. Incident Handling

Characteristics of a Successful Incident Handling Capability

A successful incident handling capability has several core characteristics:

° an understanding of the constituency it will serve;
° an educated constituency;

° ameans for centralized communications;

° expertise in the requisite technologies; and

[ J

12.2.1 Defining the Constituency to Be Served

The constituency includes computer users and
program managers. Like any other customer-
vendor relationship, the constituency will tend
to take advantage of the capability if the
services rendered are valuable.

The constituency is not always the entire
organization. For example, an organization
may use severd types of computers and
networks but may decide that its incident

links to other groups to assist in incident handling (as needed).

The focus of a computer security incident handling
capability may be external aswell asinternal. An
incident that affects an organization may also
affect its trading partners, contractors, or clients.
In addition, an organization's computer security
incident handling capability may be able to help
other organizations and, therefore, help protect the
community as awhole.

handling capability is cost-justified only for its personal computer users. In doing so, the
organization may have determined that computer viruses pose a much larger risk than other
malicious technical threats on other platforms. Or, alarge organization composed of several sites
may decide that current computer security efforts at some sites do not require an incident handling

capability, whereas other sites do (perhaps
because of the criticality of processing).

12.2.2 Educated Constituency

Users need to know about, accept, and trust
the incident handling capability or it will not
be used. Through training and awareness
programs, users can become knowledgeable
about the existence of the capability and how
to recognize and report incidents. Users trust

Managers need to know details about incidents,
including who discovered them and how, so that
they can prevent similar incidentsin the future.
However users will not be forthcoming if they fear
reprisal or that they will become scapegoats.
Organizations may need to offer incentives to
employees for reporting incidents and offer
guarantees against reprisal or other adverse
actions. It may also be useful to consider
anonymous reporting.
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[11. Operational Controls

in the value of the service will build with reliable performance.
12.2.3 Centralized Reporting and Communications

Successful incident handling requires that users be able to report incidents to the incident handling
team in a convenient, straightforward fashion; thisis referred to as centralized reporting. A
successful incident handling capability depends on timely reporting. If it is difficult or time
consuming to report incidents, the incident handling capability may not be fully used. Usually,
some form of a hotline, backed up by pagers, works well.

Centralized communicationsis very useful for accessing or distributing information relevant to
the incident handling effort. For example, if users are linked together via a network, the incident
handling capability can then use the network to send out timely announcements and other
information. Users can take advantage of the network to retrieve security information stored on
servers and communicate with the incident response team via e-mail.

12.2.4 Technical Platform and Communications Expertise
The technical staff members who comprise the incident handling capability need specific

knowledge, skills, and abilities. Desirable qudifications for technical staff members may include
the ability to:

° work expertly with some or all of the constituency's core technol ogy;
° work in agroup environment;
° communicate effectively with different types of users, who will range from system

administrators to unskilled users to management to law-enforcement officials,
° be on-call 24 hours as needed; and

° travel on short notice (of course, this depends upon the physical location of the
constituency to be served).

12.2.5 Liaison With Other Organizations

Due to increasing computer connectivity, intruder activity on networks can affect many
organizations, sometimes including those in foreign countries. Therefore, an organization's
incident handling team may need to work with other teams or security groups to effectively handle
incidents that range beyond its constituency. Additionally, the team may need to pool its
knowledge with other teams at varioustimes. Thus, it isvital to the success of an incident
handling capability that it establish ties and contacts with other related counterparts and
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supporting organizations.

Especially important to incident handling are
contacts with investigative agencies, such as
federal (e.g., the FBI), state, and local law
enforcement. Laws that affect computer
crime vary among localities and states, and
some actions may be state (but not federal)
crimes. It isimportant for teamsto be familiar
with current laws and to have established
contacts within law enforcement and
investigative agencies.

Incidents can aso garner much media
attention and can reflect quite negatively on
an organization'simage. An incident handling
capability may need to work closely with the
organization's public affairs office, which is
trained in dealing with the news media. In

12. Incident Handling

The Forum of
Incident Response and Security Teams

The 1988 Internet worm incident highlighted the
need for better methods for responding to and
sharing information about incidents. It was aso
clear that any single team or "hot line" would
simply be overwhelmed. Out of this was born the
concept of a coalition of response teams — each
with its own constituency, but working together to
share information, provide alerts, and support each
other in the response to incidents. The Forum of
Incident Response and Security Teams (FIRST)
includes teams from government, industry,
computer manufacturers, and academia. NIST
serves as the secretariat of FIRST.

presenting information to the press, it is important that (1) attackers are not given information
that would place the organization at greater risk and (2) potential legal evidence is properly

protected.

12.3 Technical Support for Incident Handling

Incident handling will be greatly enhanced by technical mechanisms that enable the dissemination

of information quickly and conveniently.

12.3.1 Communicationsfor Centralized Reporting of Incidents

The technical ability to report incidents is of primary importance, since without knowledge of an
incident, response is precluded. Fortunately, such technical mechanisms are already in placein
many organizations.

For rapid response to constituency problems, a smple telephone "hotline” is practical and
convenient. Some agencies may already have a number used for emergencies or for obtaining
help with other problems; it may be practical (and cost-effective) to also use this number for
incident handling. It may be necessary to provide 24-hour coverage for the hotline. This can be
done by staffing the answering center, by providing an answering service for nonoffice hours, or
by using a combination of an answering machine and persona pagers.
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If additional mechanisms for contacting the
incident handling team can be provided, it may One way to establish a centralized reporting and
increase access and thus benefit incident incident response capability, while minimizing
handling efforts. A centralized e-mail address expenditures, isto use an existing Help Desk.

that forwards mail to staff members would ey SEETEIESE Iy N IS G [Ep e e

it th . ientl fielding calls about commonly used applications,
permit the constituency to conveniently troubleshooting system problems, and providing

exchange information with the team. help in detecting and eradicating computer viruses.
Providing afax number to users may aso be By expanding the capabilities of the Help Desk and
helpful. publicizing its telephone number (or e-mail

address), an agency may be able to significantly
improve its ability to handle many different types
of incidents at minimal cost.

Some form of rapid communicationsis e —
essential for quickly communicating with the

constituency as well as with management officials and outside organizations. The team may need
to send out security advisories or collect information quickly, thus some convenient form of
communications, such as electronic mail, is generally highly desirable. With electronic mail, the
team can easily direct information to various subgroups within the constituency, such as system
managers or network managers, and broadcast general alerts to the entire constituency as needed.
When connectivity aready exists, e-mail has low overhead and is easy to use. (However, itis
possible for the e-mail system itself to be attacked, as was the case with the 1988 Internet worm.)

12.3.2 Rapid Communications Facilities

Although there are substitutes for e-mail, they tend to increase response time. An electronic
bulletin board system (BBS) can work well for distributing information, especially if it provides a
convenient user interface that encouragesitsuse. A BBS connected to a network is more
convenient to access than one requiring aterminal and modem; however, the latter may be the
only alternative for organizations without sufficient network connectivity. In addition,
telephones, physical bulletin boards, and flyers can be used.

12.3.3 Secure Communications Facilities
Incidents can range from the trivial to those involving nationa security. Often when exchanging
information about incidents, using encrypted communications may be advisable. Thiswill help

prevent the unintended distribution of incident-related information. Encryption technology is
available for voice, fax, and e-mail communications.

12.4 | nter dependencies
An incident handling capability generally depends upon other safeguards presented in this

handbook. The most obvious is the strong link to other components of the contingency plan. The
following paragraphs detail the most important of these interdependencies.
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12. Incident Handling

Contingency Planning. Asdiscussed in the introduction to this chapter, an incident handling
capability can be viewed as the component of contingency planning that deals with responding to
technical threats, such as viruses or hackers. Close coordination is necessary with other
contingency planning efforts, particularly when planning for contingency processing in the event
of a serious unavailability of system resources.

Support and Operations. Incident handling is also closely linked to support and operations,
especialy user support and backups. For example, for purposes of efficiency and cost savings,
the incident handling capability is often co-operated with a user "help desk.” Also, backups of
system resources may need to be used when recovering from an incident.

Training and Awareness. The training and awareness program can benefit from lessons learned
during incident handling. Incident handling staff will be able to help assess the level of user
awareness about current threats and vulnerabilities. Staff members may be able to help train
system administrators, system operators, and other users and systems personnel. Knowledge of
security precautions (resulting from such training) helps reduce future incidents. Itisaso
important that users are trained what to report and how to report it.

Risk Management. Therisk analysis process will benefit from statistics and logs showing the
numbers and types of incidents that have occurred and the types of controls that are effectivein
preventing incidents. This information can be used to help select appropriate security controls
and practices.

12.5 Cost Consider ations

There are a number of start-up costs and funding issues to consider when planning an incident
handling capability. Because the success of an incident handling capability relies so heavily on
users perceptions of its worth and whether they use it, it is very important that the capability be
able to meet users requirements. Two important funding issues are:

Personnel. Anincident handling capability plan might call for at least one manager and one or
more technical staff members (or their equivalent) to accomplish program objectives. Depending
on the scope of the effort, however, full-time staff members may not be required. In some
situations, some staff may be needed part-time or on an on-call basis. Staff may be performing
incident handling duties as an adjunct responsibility to their normal assignments.

Education and Training. Incident handling staff will need to keep current with computer system
and security developments. Budget allowances need to be made, therefore, for attending
conferences, security seminars, and other continuing-education events. If an organization is
located in more than one geographic areas, funds will probably be needed for travel to other sites
for handling incidents.
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Chapter 13

AWARENESS, TRAINING, AND EDUCATION

People, who are dl fallible, are usually recognized as one of the weakest links in securing systems.
The purpose of computer security awareness, training, and education is to enhance security by:

° improving awareness of the need to protect system resources,

° developing skills and knowledge so computer users can perform their jobs more
securely; and

° building in-depth knowledge, as needed, to design, implement, or operate security

programs for organizations and systems.

Making computer system users aware of their security responsibilities and teaching them correct
practices hel ps users change their behavior.® It also supportsindividual accountability, which is
one of the most important ways to improve computer security. Without knowing the necessary
security measures (and to how to use them), users cannot be truly accountable for their actions.
The importance of thistraining is emphasized in the Computer Security Act, which requires
training for those involved with the management, use, and operation of federal computer systems.

This chapter first discusses the two overriding benefits of awareness, training, and education,
namely: (1) improving employee behavior and (2) increasing the ability to hold employees
accountable for their actions. Next, awareness, training, and education are discussed separately,
with techniques used for each. Finally, the chapter presents one approach for developing a
computer security awareness and training program.®

13.1 Behavior

People are a crucial factor in ensuring the security of computer systems and valuable information
resources. Human actions account for afar greater degree of computer-related loss than all other
sources combined. Of such losses, the actions of an organization's insiders normally cause far
more harm than the actions of outsiders. (Chapter 4 discusses the major sources of computer-
related 10ss.)

% One often-cited goal of training is changing peopl€'s attitudes. This chapter views changing attitudes as just
one step toward changing behavior.

% This chapter does not discuss the specific contents of training programs. See the references for details of
suggested course contents.
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The major causes of 10ss due to an organization's own employees are: errors and omissions, fraud,
and actions by disgruntled employees. One principal purpose of security awareness, training, and
education isto reduce errors and omissions. However, it can also reduce fraud and unauthorized
activity by disgruntled employees by increasing employees knowledge of their accountability and
the penalties associated with such actions.

Management sets the example for behavior within an organization. If employees know that
management does not care about security, no training class teaching the importance of security
and imparting valuable skills can be truly effective. This "tone from the top" has myriad effects an
organization's security program.

13.2 Accountability
One of the keys to a successful computer security

Both the dissemination and the enforcement proglram Is Secu”tty_ 32""” e';dessf and I‘Ta‘;k‘)ilng- If

- e . employees are not Informea o IcCable

pf policy are critical issues that are orggni);ational policies and proc?epijpur&s, they cannot

implemented and strengthened through be expected to act effectively to secure computer

training programs. Employees cannot be resources.

expected to follow policies and procedures of

which they are unaware. In addition,

enforcing penaties may be difficult if users

can claim ignorance when caught doing something wrong.

Training employees may also be necessary to show that a standard of due care has been taken in
protecting information. Simply issuing policy, with no follow-up to implement that policy, may
not suffice.

Many organizations use acknowledgment statements which state that employees have read and
understand computer security requirements. (An exampleis provided in Chapter 10.)

13.3 Awareness
Security awareness programs: (1) set the stage for

Awareness stimul ates and motivates those :g T“g%h%/, ﬁt‘sgr?;’r‘]%:g?a;‘eiéaﬁfnin ?iﬁ:‘l? anrse

. . . iz i urity \

bel ng (;ralhned t? .Care about %qulty and_to consequences of its failure; and (2) remind users of

remin t em of important security pr_actlpea the procedures to be followed.

Explaining what happens to an organization,

its mission, customers, and employees if

security fails motivates people to take security

serioudly.

Awareness can take on different forms for particular audiences. Appropriate awareness for
management officials might stress management's pivotal role in establishing organizational
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attitudes toward security. Appropriate awareness for other groups, such as system programmers
or information analysts, should address the need for security asit relates to their job. In today's

systems environment, almost everyone in an organization may have access to system resources —
and therefore may have the potential to cause harm.

Comparative Framework
AWARENESS TRAINING EDUCATION
Attribute: "What" "How" "Why"
Level: Information Knowledge Insight
Objective: Recognition Skill Understanding
Teaching Method: Media Practical Instruction Theoretical Instruction

- Videos - Lecture - Discussion Seminar
-Newsdletters - Case study workshop - Background reading
-Posters, etc. - Hands-on practice
Test Measure: True/False Problem Solving Eassay
Multiple Choice (apply learning) (interpret learning)
(identify learning)
Impact Timeframe: Short-term Intermediate Long-term

Figure 13.1 compares some of the differences in awareness, training, and education.

Awareness is used to reinforce the fact that security supports the mission of the organization by
protecting valuable resources. If employees view security as just bothersome rules and
procedures, they are more likely to ignore them. In addition, they may not make needed
suggestions about improving security nor recognize and report security threats and vulnerabilities.

Awareness also is used to remind people of basic security practices, such as logging off a
computer system or locking doors.

Techniques. A security awareness program can use many teaching methods, including video
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tapes, newdetters, posters, bulletin boards, flyers, demonstrations, briefings, short reminder
notices at log-on, talks, or lectures. Awareness is often incorporated into basic security training
and can use any method that can change employees attitudes.

Effective security awareness programs need to e

be designed with the recognition that people Employees often regard computer security as an
tend to practice a tuning out process (also obstacle to productivity. A common feeling is that
known as acclimation). For example, after a they are paid to produce, not to protect. To help

motivate employees, awareness should emphasize
how security, from a broader perspective,
contributes to productivity. The consequences of

while, a security poster, no matter how well
designed, will be ignored; it will, in effect,

simply blend into the environment. For this poor security should be explained, while avoiding
reason, awareness techniques should be the fear and intimidation that employees often
creative and frequently changed. associate with security.

13.4 Training

The purpose of training is to teach people the skills that will enable them to perform their jobs
more securely. Thisincludes teaching people what they should do and how they should (or can)
doit. Training can address many levels, from basic security practices to more advanced or
specialized skills. It can be specific to one computer system or generic enough to address all
systems.

Training is most effective when targeted to a specific audience. This enables the training to focus
on security-related job skills and knowledge that people need performing their duties. Two types
of audiences are general users and those who require specialized or advanced skills.

General Users. Most users need to understand good computer security practices, such as:

° protecting the physical area and equipment (e.g., locking doors, caring for floppy
diskettes);
° protecting passwords (if used) or other authentication data or tokens (e.g., never

divulge PINs); and

° reporting security violations or incidents (e.g., whom to call if avirusis
suspected).

In addition, general users should be taught the organization's policies for protecting information

and computer systems and the roles and responsibilities of various organizational units with which
they may have to interact.
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In teaching general users, care should be taken not to overburden them with unneeded details.
These people are the target of multiple training programs, such as those addressing safety, sexual
harassment, and AIDS in the workplace. The training should be made useful by addressing
security issues that directly affect the users. The god isto improve basic security practices, not
to make everyone literate in al the jargon or philosophy of security.

Specialized or Advanced Training. Many groups need more advanced or more specialized
training than just basic security practices. For example, managers may need to understand
security consequences and costs so they can factor security into their decisions, or system
administrators may need to know how to implement and use specific access control products.
There are many different ways to identify e
individuals or groups who need specialized or One group that has been targeted for specialized
advanced training. One method isto look at training is executives and functional managers.

job categories, such as executives, functional The training for management personnel is

managers, or technology providers. Another Speel e (E e BN ERETEE) 020 58

. . . managers do not (as a general rule) need to
method is to look at job functions, such as understand the technical details of security.

system design, system operation, or system However, they do need to understand how to
use. A third method isto look at the specific organize, direct, and evaluate security measures
technology and products used, especialy for and programs. They also need to understand risk

advanced training for user groups and training ZBEEpENCE
for anew system. Thisisfurther discussed in — ——————
the section 13.6 of this chapter.

Techniques. A security training program normally includes training classes, either strictly devoted
to security or as added specia sections or modules within existing training classes. Training may
be computer- or lecture-based (or both), and may include hands-on practice and case studies.
Training, like awareness, aso happens on the job.

13.5 Education

Security education is more in-depth than security training and is targeted for security professionals
and those whose jobs require expertise in security.

Techniques. Security education is normally outside the scope of most organization awareness and
training programs. It is more appropriately a part of employee career development. Security
education is obtained through college or graduate classes or through specialized training
programs. Because of this, most computer security programs focus primarily on awareness and
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training, as does the remainder of this chapter.”’

13.6 | mplementation®

An effective computer security awareness and training (CSAT) program requires proper planning,
implementation, maintenance, and periodic evaluation. The following seven steps constitute one

approach for developing a CSAT program.®

Step 1.  Identify Program Scope, Goals, and Objectives.
Step 2. Identify Training Staff.

Step 3:  Identify Target Audiences.

Step4:  Motivate Management and Employees.

Step5: Administer the Program.

Step 6:  Maintain the Program.

Step 7. Evaluate the Program.

13.6.1 Identify Program Scope, Goals, and
Objectives

Thefirst step in developing a CSAT program
is to determine the program's scope, goals,
and objectives. The scope of the CSAT
program should provide training to al types of
people who interact with computer systems.
The scope of the program can be an entire
organization or a subunit. Since users need
training which relates directly to their use of

The Computer Security Act of 1987 requires
federal agenciesto "provide for the mandatory
periodic training in computer security awareness
and accepted computer practices of all employees
who are involved with the management, use, or
operation of each federal computer system within
or under the supervision of that agency." The
scope and goals of federal computer security
awareness and training programs must implement
this broad mandate. (Other federal requirements
for computer security training are contained in
OMB Circular A-130, Appendix |11, and OPM
regulations.)

9 Unfortunately, college and graduate security courses are not widely available. In addition, the courses may

only address general security.

% This section is based on material prepared by the Department of Energy's Office of Information Management

for its unclassified security program.

% This approach is presented to familiarize the reader with some of the important implementation issues. It is not
the only approach to implementing an awareness and training program.
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particular systems, alarge organizationwide program may need to be supplemented by more
specific programs. In addition, the organization should specifically address whether the program
applies to employees only or aso to other users of organizational systems.

Generally, the overall goa of a CSAT program is to sustain an appropriate level of protection for
computer resources by increasing employee awareness of their computer security responsibilities
and the ways to fulfill them. More specific goals may need to be established. Objectives should
be defined to meet the organization's specific goals.

13.6.2 Identify Training Staff

There are many possible candidates for conducting the training including internal training
departments, computer security staff, or contract services. Regardless of who is chosen, itis
important that trainers have sufficient knowledge of computer security issues, principles, and
techniques. Itisaso vital that they know how to communicate information and idess effectively.

13.6.3 Identify Target Audiences

Not everyone needs the same degree or type of computer security information to do their jobs. A
CSAT program that distinguishes between groups of people, presents only the information needed
by the particular audience, and omits irrelevant information will have the best results. Segmenting
audiences (e.g., by their function or familiarity with the system) can also improve the effectiveness
of aCSAT program. For larger organizations, some individuals will fit into more than one group.
For smaller organizations, segmenting may not be needed. The following methods are some
examples of ways to do this.

Segment according to level of awareness. Individuals may be separated into groups according to
their current level of awareness. This may require research to determine how well employees
follow computer security procedures or understand how computer security fits into their jobs.

Segment according to general job task or function. Individuals may be grouped as data
providers, data processors, or data users.

Segment according to specific job category. Many organizations assign individuals to job
categories. Since each job category generally has different job responsibilities, training for each
will be different. Examples of job categories could be general management, technology
management, applications development, or security.

Segment according to level of computer knowledge. Computer experts may be expected to find a
program containing highly technical information more valuable than one covering the management
issues in computer security. Similarly, a computer novice would benefit more from atraining
program that presents introductory fundamentals.
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Segment according to types of technology or systems used. Security techniques used for each
off-the-shelf product or application system will usually vary. The users of major applications will
normally require training specific to that application.

13.6.4 Motivate M anagement and Employees

To successfully implement an awareness and training program, it isimportant to gain the support
of management and employees. Consideration should be given to using motivationa techniques
to show management and employees how their participation in the CSAT program will benefit the
organization.

Management. Motivating management normally relies upon increasing awareness. Management
needs to be aware of the losses that computer security can reduce and the role of training in
computer security. Management commitment is necessary because of the resources used in
developing and implementing the program and also because the program affects their staff.

Employees. Motivation of managers aloneis

not enough. Employees often need to be Employees and managers should be solicited to
convinced of the merits of computer security provide input to the CSAT program. Individuals

and how it relates to their jobs. Without are more likely to support a program when they
appropriate training, many employees will not have actively participated in its development.

fully comprehend the value of the system I ——

resources with which they work.

Some awareness techniques were discussed above. Regardless of the techniques that are used,
employees should feel that their cooperation will have a beneficial impact on the organization's
future (and, consequently, their own).

13.6.5 Administer the Program
There are several important considerations for administering the CSAT program.

Visibility. Thevisbility of a CSAT program plays akey roleinits success. Effortsto achieve
high visbility should begin during the early
stages of CSAT program development.
However, care should be give not to promise

what cannot be ddlivered. The Federal Information Systems Security
Educators' Association and NIST Computer

_ . Security Program Managers Forum provide two
Training Methods. The methods used in the means for federal government computer security

CSAT program should b? consistent with the program managers and training officers to share
material presented and tailored to the training ideas and materials.
audience's needs. Some training and
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awareness methods and techniques are listed above (in the Techniques sections). Computer
security awareness and training can be added to existing courses and presentations or taught
separately. On-the-job training should aso be considered.

Training Topics. There are more topicsin computer security than can be taught in any one
course. Topics should be selected based on the audience's requirements.

Training Materials. 1n general, higher-quality training materials are more favorably received and
are more expensive. Costs, however, can be minimized since training materials can often be
obtained from other organizations. The cost of modifying materialsis normally less than
developing training materials from scratch.

Training Presentation. Consideration should be given to the frequency of training (e.g., annually
or as needed), the length of training presentations (e.g., 20 minutes for general presentations, one
hour for updates or one week for an off-site class), and the style of training presentation (e.g.,
formal presentation, informal discussion, computer-based training, humorous).

13.6.6 Maintain the Program

Computer technology is an ever-changing field. Efforts should be made to keep abreast of
changes in computer technology and security requirements. A training program that meets an
organization's needs today may become ineffective when the organization starts to use a new
application or changes its environment, such as by connecting to the Internet. Likewise, an
awareness program can become obsolete if laws or organization policies change. For example,
the awareness program should make employees aware of anew policy on e-mail usage.
Employees may discount the CSAT program, and by association the importance of computer
security, if the program does not provide current information.

13.6.7 Evaluate the Program

It is often difficult to measure the effectiveness of an awareness or training program.

Nevertheless, an evaluation should attempt to ascertain how much information is retained, to what
extent computer security procedures are being followed, and genera attitudes toward computer
security. The results of such an evaluation should help identify and correct problems. Some
evaluation methods (which can be used in conjunction with one another) are:

° Use student evaluations.
° Observe how well employees follow recommended security procedures.
° Test employees on materia covered.
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° Monitor the number and kind of computer security incidents reported before and
after the program isimplemented.*®

13.7 | nter dependencies

Training can, and in most cases should, be used to support every control in the handbook. All
controls are more effective if designers, implementers, and users are thoroughly trained.

Policy. Training isacritical means of informing employees of the contents of and reasons for the
organization's policies.

Security Program Management. Federal agencies need to ensure that appropriate computer
security awareness and training is provided, as required under the Computer Security Act of
1987. A security program should ensure that an organization is meeting all applicable laws and
regulations.

Personnel/User Issues. Awareness, training, and education are often included with other
personnel/user issues. Training is often required before access is granted to a computer system.

13.8 Cost Consider ations

The major cost considerations in awareness, training, and education programs are:

° the cost of preparing and updating materials, including the time of the preparer;
° the cost of those providing the instruction;

° employee time attending courses and lectures or watching videos; and

° the cost of outside courses and consultants (both of which may including travel

expenses), including course maintenance.
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Chapter 14

SECURITY CONSIDERATIONS
IN
COMPUTER SUPPORT AND OPERATIONS

Computer support and operations refers to

everything done to run a computer system. System management and administration staff
This includes both system administration and generally perform support and operations tasks
tasks external to the system that support its although sometimes users do. Larger systems may

have full-time operators, system programmers, and
support staff performing these tasks. Smaller
systems may have a part-time administrator.

operation (e.g., maintaining documentation).
It does not include system planning or design.
The support and operation of any computer
system, from a three-person local area
network to a worldwide application serving
thousands of users, is critical to maintaining the security of a system. Support and operations are
routine activities that enable computer systems to function correctly. These include fixing
software or hardware problems, loading and maintaining software, and helping users resolve
problems.

The failure to consider security as part of the support and operations of computer systemsis, for
many organizations, their Achilles heel. Computer security system literature includes many
examples of how organizations undermined their often expensive security measures because of
poor documentation, old user accounts, conflicting software, or poor control of maintenance
accounts. Also, an organization's policies and procedures often fail to address many of these
important issues.

The important security considerations within some of the maor categories of support and
operations are:

user support,

software support, The primary goal of computer support and
configuration management, operations is the continued and correct operation of
backups, acomputer system. One of the goals of computer

security is the availability and integrity of systems.

media controls, These goals are very closely linked.

documentation, and
m a| ntmance. |
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Some special considerations are noted for larger or smaller systems.™™

This chapter addresses the support and operations activities directly related to security. Every
control discussed in this handbook relies, in one way or ancther, on computer system support and
operations. This chapter, however, focuses on areas not covered in other chapters. For example,
operations personnel normally create user accounts on the system. Thistopic is covered in the
Identification and Authentication chapter, so it is not discussed here. Similarly, the input from
support and operations staff to the security awareness and training program is covered in the
Security Awareness, Training, and Education chapter.

14.1 User Support

In many organizations, user support takes place through a Help Desk. Help Desks can support an
entire organization, a subunit, a specific system, or a combination of these. For smaller systems,
the system administrator normally provides direct user support. Experienced users provide
informal user support on most systems.

An important security consideration for user

support personnel is being able to recognize User support should be closely linked to the
which problems (brought to their attention by organization's incident handling capability. In
users) are security-related. For example, many cases, the same personnel perform these

users inability to log onto a computer system functions.

may result from the disabling of their accounts S S ————————————
due to too many failed access attempts. This
could indicate the presence of hackers trying to guess users passwords.

In general, system support and operations staff need to be able to identify security problems,
respond appropriately, and inform appropriate individuals. A wide range of possible security
problems exist. Some will be internal to custom applications, while others apply to off-the-shelf
products. Additionally, problems can be software- or hardware-based.

The more responsive and knowledgeable B
system support and operation staff personnel Small systems are especially susceptible to viruses,
are, the less user support will be provided while networks are particularly susceptible to
informally. The support other users provideis ~ hacker attacks, which can be targeted at multiple

; systems. System support personnel should be able
ITV?\ET?BTCEJ l:’tet,l,‘]ey may not be aware of the to recognize attacks and know how to respond.

191 |n general, larger systems include mainframes, large minicomputers, and WANs. Smaller systems include
PCsand LANS.
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14. Security Considerationsin Computer Support and Operations

14.2 Softwar e Support

Software is the heart of an organization's computer operations, whatever the size and complexity
of the system. Therefore, it is essential that software function correctly and be protected from
corruption. There are many elements of software support.

Oneiscontrolling what software is used on a system. If users or systems personnel can load and
execute any software on a system, the system is more vulnerable to viruses, to unexpected
software interactions, and to software that may subvert or bypass security controls. One method
of controlling software is to inspect or test software before it isloaded (e.g., to determine
compatibility with custom applications or identify other unforeseen interactions). This can apply
to new software packages, to upgrades, to off-the-shelf products, or to custom software, as
deemed appropriate. In addition to controlling the loading and execution of new software,
organizations should also give care to the configuration and use of powerful system utilities.
System utilities can compromise the integrity of operating systems and logical access controls.

A second element in software support can b ==,

to ensure that software has not been modified
without proper authorization. Thisinvolves
the protection of software and backup copies.
This can be done with a combination of
logical and physical access controls.

Many organizations also include a program to
ensure that software is properly licensed, as
required. For example, an organization may
audit systemsfor illegal copies of copyrighted
software. This problem is primarily associated
with PCs and LANS, but can apply to any type

Viruses take advantage of the weak software
controlsin personal computers. Also, there are
powerful utilities available for PCs that can restore
deleted files, find hidden files, and interface
directly with PC hardware, bypassing the operating
system. Some organizations use personal
computers without floppy drivesin order to have
better control over the system.

There are several widely available utilities that
look for security problems in both networks and
the systems attached to them. Some utilities look
for and try to exploit security vulnerabilities. (This
type of software is further discussed in Chapter 9.)

of system.

14.3 Configuration
M anagement

Closely related to software support is configuration management — the process of keeping track
of changes to the system and, if needed, approving them.'® Configuration management normally
addresses hardware, software, networking, and other changes; it can be formal or informal. The
primary security goal of configuration management is ensuring that changes to the system do not

192 This chapter only addresses configuration management during the operational phase. Configuration
management can have extremely important security consequences during the development phase of a system.
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unintentionally or unknowingly diminish security. Some of the methods discussed under software
support, such as inspecting and testing software changes, can be used. Chapter 9 discusses other
methods.

Note that the security goal isto know what

changes occur, not to prevent security from For networked systems, configuration management
being changed. There may be circumstances should include external connections. Isthe
when security will be reduced. However, the computer system connected? To what other

systems? In turn, to what systems are these

decrease in security should be the result of a Bl B OB A

decision based on all appropriate factors.
________________________________________________________________________|]

A second security goal of configuration

management is ensuring that changes to the system are reflected in other documentation, such as

the contingency plan. If the change is magjor, it may be necessary to reanalyze some or al of the

security of the system. Thisisdiscussed in Chapter 8.

14.4 Backups

sometimes users back up software and data. Users of smaller systems are often responsible for
This function is critical to contingency their own backups. However, in reality they do not
planning. Frequency of backups will depend always perform backups regularly. Some

organizations, therefore, task support personnel
upon how often data changes and how with making backups periodically for smaller

important those changes are. Program . systems, either automatically (through server
managers should be consulted to determine software) or manually (by visiting each machine).
what backup schedule is appropriate. Also, as
asafety measure, it is useful to test that
backup copies are actually usable. Finaly,
backups should be stored securely, as appropriate (discussed below).

14.5 Media Controls

Media controls include a variety of measures to provide physical and environmental protection
and accountability for tapes, diskettes, printouts, and other media. From a security perspective,
media controls should be designed to prevent the loss of confidentiality, integrity, or availability of
information, including data or software, when stored outside the system. This can include storage
of information before it isinput to the system and after it is output.

The extent of media control depends upon many factors, including the type of data, the quantity

of media, and the nature of the user environment. Physical and environmental protection is used
to prevent unauthorized individuals from accessing the media. It also protects against such
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factors as heat, cold, or harmful magnetic fields. When necessary, logging the use of individual
media (e.g., atape cartridge) provides detailed accountability — to hold authorized people
responsible for their actions.

14.5.1 Marking

Controlling media may require some form of physical labeling. The labels can be used to identify
media with special handling instructions, to locate needed information, or to log media (e.g., with
serial/control numbers or bar codes) to support accountability. Identification is often by colored
labels on diskettes or tapes or banner pages on printouts.

If labeling is used for special handling e
instructions, it is critical that people be Typical markings for media could include:
appropriately trained. The marking of PC Privacy Act Information, Company Proprietary, or
input and output is generally the responsibility ~ Jo€'s Backup Tape. In each case, the individuals

of the user, not the system support staff. handling the media must know the applicable

. . handling instructions. For example, at the Acme
Marking backup diskettes can help prevent Patent Research Firm, proprietary information may

them from being accidentally overwritten. not leave the building except under the care of a
security officer. Also, Joe's Backup Tape should

14.5.2 Logging be easy to find in case something happens to Joe's
system.

The logging of mediais used to support ]

accountability. Logs can include control

numbers (or other tracking data), the times and dates of transfers, names and signatures of
individuals involved, and other relevant information. Periodic spot checks or audits may be
conducted to determine that no controlled items have been lost and that all are in the custody of
individuals named in control logs. Automated media tracking systems may be helpful for
maintaining inventories of tape and disk libraries.

14.5.3 Integrity Verification

When electronically stored information is read into a computer system, it may be necessary to
determine whether it has been read correctly or subject to any modification. The integrity of
electronic information can be verified using error detection and correction or, if intentional
modifications are a threat, cryptographic-based technologies. (See Chapter 19.)

14.5.4 Physical Access Protection

Media can be stolen, destroyed, replaced with alook-alike copy, or lost. Physical access controls,
which can limit these problems, include locked doors, desks, file cabinets, or safes.

If the media requires protection at all times, it may be necessary to actually output data to the
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mediain a secure location (e.g., printing to a printer in alocked room instead of to a general-
purpose printer in a common area).

Physical protection of media should be extended to backup copies stored offsite. They generally
should be accorded an equivalent level of protection to media containing the same information
stored onsite. (Equivalent protection does not mean that the security measures need to be exactly
the same. The controls at the off-site location are quite likely to be different from the controls at
theregular site.) Physical accessis discussed in Chapter 15.

14.5.5 Environmental Protection

Magnetic media, such as diskettes or magnetic tape, require environmental protection, since they
are sengitive to temperature, liquids, magnetism, smoke, and dust. Other media (e.g., paper and
optical storage) may have different senditivities to environmental factors.

14.5.6 Transmittal

Media control may be transferred both within the organization and to outside elements.
Possibilities for securing such transmittal include sealed and marked envel opes, authorized
messenger or courier, or U.S. certified or registered mail.

Many people throw away old diskettes, believing
When mediais disposed of, it may be that erasing the files on the diskette has made the
important to ensure that information is not data unretrievable. Inreality, however, erasing a
improperly disclosed. This applies both to file simply removes the pointer to that file. The

. . pointer tells the computer where the file is
mediathat is external to acomputer system physically stored. Without this pointer, the files

(such as a diskette) and to mediainside a will not appear on adirectory listing. This does
computer system, such asahard disk. The not mean that the file was removed. Commonly
process of removing information from media available utility programs can often retrieve

is called sanitization. information that is presumed deleted.

________________________________________________________________________|]
Three techniques are commonly used for
media sanitization: overwriting, degaussing, and destruction. Overwriting is an effective method
for clearing data from magnetic media. Asthe name implies, overwriting uses a program to write
(1s, Os, or a combination) onto the media. Common practice is to overwrite the mediathree
times. Overwriting should not be confused with merely deleting the pointer to afile (which
typicaly happens when a delete command is used). Overwriting requires that the mediabe in
working order. Degaussing is a method to magnetically erase data from magnetic media. Two
types of degausser exist: strong permanent magnets and electric degaussers. The final method of
sanitization is destruction of the media by shredding or burning.
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14.6 Documentation

Documentation of all aspects of computer support and operations is important to ensure
continuity and consistency. Formalizing operational practices and procedures with sufficient
detail helpsto eliminate security lapses and oversights, gives new personnel sufficiently detailed
instructions, and provides a quality assurance function to help ensure that operations will be
performed correctly and efficiently.

The security of a system also needs to be documented. This includes many types of
documentation, such as security plans, contingency plans, risk analyses, and security policies and
procedures. Much of thisinformation, particularly risk and threat analyses, has to be protected
against unauthorized disclosure. Security documentation also needs to be both current and
accessible. Accessbility should take special factors into account (such as the need to find the
contingency plan during a disaster).

Security documentation should be designed to fulfill the needs of the different types of people
who useit. For thisreason, many organizations separate documentation into policy and
procedures. A security procedures manual should be written to inform various system users how
to do their jobs securely. A security procedures manual for systems operations and support staff
may address awide variety of technical and operational concernsin considerable detail.

14.7 M aintenance

System maintenance requires either physical or logical accessto the system. Support and
operations staff, hardware or software vendors, or third-party service providers may maintain a
system. Maintenance may be performed on site, or it may be necessary to move equipment to a
repair site. Maintenance may aso be performed remotely via communications connections. If
someone who does not normally have access to the system performs maintenance, then a security
vulnerability is introduced.

In some circumstances, it may be necessary to take additional precautions, such as conducting
background investigations of service personnel. Supervision of maintenance personnel may
prevent some problems, such as "snooping around” the physical area. However, once someone
has access to the system, it is very difficult for supervision to prevent damage done through the
mai ntenance process.

Many computer systems provide maintenance

accounts. These specia log-in accounts are One of the most common methods hackers use to

normally preconfigured at the factory with break into systems is through maintenance

pre-set, widely known passwords. Itis accounts that still have factory-set or easily
guessed passwords.

critical to change these passwords or
________________________________________________________________________|]
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otherwise disable the accounts until they are needed. Procedures should be developed to ensure
that only authorized maintenance personnel can use these accounts. If the account isto be used
remotely, authentication of the maintenance provider can be performed using call-back
confirmation. This helps ensure that remote diagnostic activities actually originate from an
established phone number at the vendor's site. Other techniques can aso help, including
encryption and decryption of diagnostic communications; strong identification and authentication
techniques, such as tokens; and remote disconnect verification.

Larger systems may have diagnostic ports. In addition, manufacturers of larger systems and
third-party providers may offer more diagnostic and support services. Itiscritical to ensure that
these ports are only used by authorized personnel and cannot be accessed by hackers.

14.8 | nter dependencies
There are support and operations components in most of the controls discussed in this handbook.

Personnel. Most support and operations staff have specia access to the system. Some
organizations conduct background checks on individuas filling these positions to screen out
possibly untrustworthy individuals.

Incident Handling. Support and operations may include an organization's incident handling staff.
Even if they are separate organizations, they need to work together to recognize and respond to
incidents.

Contingency Planning. Support and operations normally provides technical input to contingency
planning and carries out the activities of making backups, updating documentation, and practicing
responding to contingencies.

Security Awareness, Training, and Education. Support and operations staff should be trained in
security procedures and should be aware of the importance of security. In addition, they provide
technical expertise needed to teach users how to secure their systems.

Physical and Environmental. Support and operations staff often control the immediate physical
area around the computer system.

Technical Controls. The technica controls are installed, maintained, and used by support and
operations staff. They create the user accounts, add users to access control lists, review audit
logs for unusua activity, control bulk encryption over telecommunications links, and perform the
countless operational tasks needed to use technical controls effectively. In addition, support and
operations staff provide needed input to the selection of controls based on their knowledge of
system capabilities and operational constraints.
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Assurance. Support and operations staff ensure that changes to a system do not introduce
security vulnerabilities by using assurance methods to evaluate or test the changes and their effect
on the system. Operational assurance is normally performed by support and operations staff.

14.9 Cost Consider ations

The cost of ensuring adequate security in day-to-day support and operations is largely dependent
upon the size and characteristics of the operating environment and the nature of the processing
being performed. If sufficient support personnel are already available, it isimportant that they be
trained in the security aspects of their assigned jobs; it is usually not necessary to hire additional
support and operations security specialists. Training, both initial and ongoing, is a cost of
successfully incorporating security measures into support and operations activities.

Another cost is that associated with creating and updating documentation to ensure that security
concerns are appropriately reflected in support and operations policies, procedures, and duties.
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Chapter 15

PHYSICAL AND ENVIRONMENTAL SECURITY

The term physical and environmental

security, as used in this chapter, refersto Physical and environmental security controls are
measures taken to protect systems, buildings, implemented to protect the facility housing system
and related supporting infrastructure against resources, the system resources themselves, and
threats associated with their physical the facilities used to support their operation.
environment.’®® Physical and environmental ——
security controls include the following three

broad areas:

1. The physical facility is usualy the building, other structure, or vehicle housing the system
and network components. Systems can be characterized, based upon their operating
location, as static, mobile, or portable. Static systems are installed in structures at fixed
locations. Mobile systems are installed in vehicles that perform the function of a structure,
but not at afixed location. Portable systems are not installed in fixed operating locations.
They may be operated in wide variety of locations, including buildings or vehicles, or in the
open. The physical characteristics of these structures and vehicles determine the level of
such physical threats asfire, roof leaks, or unauthorized access.

2. Thefacility's general geographic operating location determines the characteristics of
natural threats, which include earthquakes and flooding; man-made threats such as burglary,
civil disorders, or interception of transmissions and emanations; and damaging near by
activities, including toxic chemical spills, explosions, fires, and electromagnetic interference
from emitters, such as radars.

3. Supporting facilities are those services (both technical and human) that underpin the
operation of the system. The system's operation usually depends on supporting facilities such
as electric power, heating and air conditioning, and telecommunications. The failure or
substandard performance of these facilities may interrupt operation of the system and may
cause physical damage to system hardware or stored data.

This chapter first discusses the benefits of physical security measures, and then presents an
overview of common physical and environmental security controls. Physical and environmental
security measures result in many benefits, such as protecting employees. This chapter focuses on
the protection of computer systems from the following:

193 This chapter draws upon work by Robert V. Jacobson, International Security Technology, Inc., funded by
the Tennessee Valley Authority.
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Interruptionsin Providing Computer Services. An external threat may interrupt the scheduled
operation of a system. The magnitude of the losses depends on the duration and timing of the
service interruption and the characteristics of the operations end users perform.

Physical Damage. If asystem's hardware is damaged or destroyed, it usually has to be repaired
or replaced. Data may be destroyed as an act of sabotage by a physical attack on data storage
media (e.g., rendering the data unreadable or only partly readable). If data stored by a system for
operational useis destroyed or corrupted, the data needs to be restored from back-up copies or
from the origina sources before the system can be used. The magnitude of loss from physica
damage depends on the cost to repair or replace the damaged hardware and data, as well as costs
arising from service interruptions.

Unauthorized Disclosure of Information. The physical characteristics of the facility housing a
system may permit an intruder to gain access both to media external to system hardware (such as
diskettes, tapes and printouts) and to media within system components (such as fixed disks),
transmission lines or display screens. All may result in loss of disclosure-sensitive information.

Loss of Control over System Integrity. If an intruder gains access to the central processing unit, it
isusually possible to reboot the system and bypass logical access controls. This can lead to
information disclosure, fraud, replacement of system and application software, introduction of a
Trojan horse, and more. Moreover, if such accessis gained, it may be very difficult to determine
what has been modified, lost, or corrupted.

Physical Theft. System hardware may be stolen. The magnitude of the loss is determined by the
costs to replace the stolen hardware and restore data stored on stolen media. Theft may also
result in service interruptions.

This chapter discusses seven major areas of physical and environmental security controls:

physical access controls,
fire safety,

supporting utilities,
structural collapse,
plumbing leaks,

interception of data, and
mobile and portable systems.
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